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Cyberbullying and Its
Impact
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Cyberbullying refers to the use of technology to harass, threaten,
humiliate, or otherwise target another person.

It has serious psychological and emotional impacts on victims, leading to
anxiety, depression, and even suicide.

The anonymity and ease of spreading messages make cyberbullying a

growing concern.

ornet safety are vital but you have to tailor them differently for primary and se
sure the message sinks in. Edtech expert Neil Jarrett shows you how

an amazing resource, offering pupils a wealth of knowledge at their fingertips.




Definition of Social Group in the
Context of Cyberbullying

1 Inclusiveness

A social group in cyberbullying refers to a
community of individuals who interact
online, sharing common interests or
characteristics.

This could be a friendship group, gaming
community, or social media network.

Impact on Dynamics

Being part of a social group can influence
how cyberbullying behaviors manifest, as
well as the support system available to the
victim within that specific online
community.



Influence of Social Group on the
Dynamics of Cyberbullying

Slandered through the Internet, telling lies or spread rumors
Threatened to kill you or your family by cellphone or Internet

Blackmailed, making you do things you don’t want to do

Harassed you to isolate you from your scci

r threatened you with calls or messages

ved anonymous calls to scare or frighten you

Taken pictures v out permission & hung them on the Internet

Diffused private pictures or videos via Internet or cellphone

Assaulted to tape the assault and hang it on the Intemet
Received offensive & insulting calls on cellphone/by Internet

Received offensive & insulting messages on cellphone/by Internet

3-month rate (%)

Group Dynamics Response and Intervention

Social groups can either exacerbate or mitigate Understanding how social groups respond to

cyberbullying incidents based on the norms, cyberbullying can help in creating targeted

behaviors, and interventions within the group. interventionsto prevent and address such
behaviors effectively.



The Role of the Social Group in Supporting Victims

1. BuildingTrust: Developingtrust with the victim to encourage open communication about their
experiences.

2. ProvidingEmpathy:Show understandingand comprehension to help victims feel supported and
less isolated.

3. CreatingSafe Spaces: Establishingan environment where victims feel safe to share their
struggles.



Emotional Validation: Adjustment and Coping:

Assistance from social circles aids
in adjustingto the trauma and
coping with stress.

Support from social groups can
help victims feel understood and
validated.




Types of Social Support for Victims of Cyberbullying

Emotional Support:
Providingempathy, love, trust, and care to the victims.

Practical Support:
Offering tangible assistance such as financial help, transportation, or physical aid.

Informational Support:
Providinginformation, advice, and guidance on how to deal with cyberbullying.
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WHAT EDUCATORS NEED TO KNOW

EDUCATORS' ROLE
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Help the victim Know the laws

PREVALENCE OF BULLYING IN QATAR*
Qatar had the 2 8 % 3 2 %

of students in Qatar reported of students in Qatar reported
being an online victim. cyberbullying others.

* Microsol1{2012) study. Investigating online bullying among 8-17 year olds compared 10 the rest of the world

TYPES OF BULLYING
Social group influence has a profound impact on individuals facing

Trolling
Flamin

souy i e cyberbullying. The collective behavior and attitudes of peer groups play a
“ critical role in exacerbating or mitigating the effects of cyberbullying on

Exclusion

its victims.

internet or phone.
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Intervention
I'echniques

Video
Inspiration

Content

Peer Bullying Facts
- Types of bullying
- Roles in bullying
- Impact of bullying
mcluding trauma reactions
- How/when seek/give help
- Taking a multi-level
approach to prevention

Norms Supporting
Bullying/Prosocial Beh,
- Understanding actions &
beliefs supparting or
discouraging bullying

Problem Solving Steps

= Recognize intemal signs of
anger (face/body changes)

- Understanding hostile vs.
benign attributions

¢ Perspective
Taking

mmediate
Outcomes

Knowledge of
Norms Supporting
Bullying vs.
Prosocial Behavior

Attitude about the
Role of Bystanders

Knowledge of
Social Problem
Solving Steps

Understanding
Empathy &
Perspective Taking

jectives
/Intermediate Outcomes

Behavior

T Personal Action to
Prevent Bullying
- Form committes of youth
champions
= Pledge to follow new rules
- Participate in a bullying
prevention follow-up activity

T Collective Action to
Prevent Bullying
Form committee of adult

champions & establish rules

- Commit to long-erm

bullying prevention process

- Increase engagement with

community re: bullying

- Model non-violent behaviors

Recognize consequences of
bullying for individual
children and find them help

Long-Term
QOutcomes

Incidence &
Consequence
of Peer
Bullying

Individuals within a social group may engage in

Online group behaviors can amplify cyberbullying,
bullying behavior due to peer pressure, leading to

the victimization of certain individuals.

as individuals may join others in targeting a victim
on social media platforms.
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Social group influence can exacerbate feelings of Victims may experience reduced self-esteem and
anxiety, depression, and psychological distress in self-worth due to the negative influence of peers
cyberbullied victims. and online groups.



Implementing educational initiatives can raise awareness about the impact of
social group influence and promote empathy among peers.

Providing mental health resources and counseling can aid victims in coping
with the negative impact of social group influence.

Developing stricter online safety measures can help mitigate cyberbullying
and limit the influence of harmful social groups.



Empathy and Understanding

Fostering empathy and understanding
among social groups is vital in
combating the negative effects of
cyberbullying.

Advocacy and Support

Advocacy for victims and providing
support networks within communities
are essential in addressing social group
influence on cyberbullying.




Raising awareness about social group influence on cyberbullying is pivotal in
developing effective prevention strategies.

Engaging communities in interventions to deter negative group influence can
significantly reduce cyberbullying incidents.

Implementing policies that address social group behaviors and influence can
have a substantial positive impact on cyberbullying prevention.




